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HBST EECATTJgn TWTETOQGATICTf OF 
RICHTER lUMS IO:CHA3ia:i 



R^nk: 

Unit: 

Id No! 

£\jnctlon: '' 

Deserted: 
Secret Number: 
Interrogated: 



1/Cpl (O/Gofr) 

12 GOT ItO GkF SIGS REGT 
247 S 6 (lA.Ers* )/Lg.Nachr,Rgt.7 
\f£ opezator and oxpher clerk 
23 Oct tq join I Div ELAS near LARISSA 
11/tVt835 

CSDiC(l<Ain), CftT, 7-12 Nov 2|4 



QSDIC(ligdn)A 14 
Copy Ho :- lO , 



Subject of Report : WT and Ciphers in 3 Bn M) GAP Sigs Regt; 

Identifications of sigs units in the BALKAl'iS: 

Geniian Longronge Comas in G-RiilCCE: 

Tng of GAP ViT and Cipher Operators: 

Personalities: 

SpeoiMen Call-sign and Cipher Key '^ZETTEL”: 

Orders for destruction of sigs mterinl lilasly to fall 

into encTi^ hands. 

1. EREAi.fflLE 

EHr IS the son of a Social Democrat from LE!IFZIG« who was the Editor 
of the Socialist paper LEIPZIGER VOLKSZEITUHG. He claims to bo related to a 
Prof* James Henderson, of ABSRDE33N, and to have almys been anti-Nazi* like his 
father* After leaving school* and uefore being consczipted* ho ^/orked in LEIPZIG 
as junior producer at a theatre* Ho sav/ his chE<nce of deserting from the GAP when 
the British landed in GREECE and v/ent over to ELAS in the neighbourhood of LARISSA* 
bringing along with him a training copy of tlie "RASTERSCHLUESSEL Mt-"* He claims 
also to have been in touch ^vlth British officer(s) working in GRECC33 before the 
landing. He wishes to vrork for the Allies. 

Pff has an e-.eellent *iemory and talks \dllingly, Hovrover, he is apt 
to overestimate the In^ortonce of his information and to give information based not 
so uuoh on his own experiences as on his in^ressions. 

Reliability 1 Pair 
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HISTORT AND I4DVE?ffiIIT3 
28 Apr 43 
9 May 43 
24 Aug 43 
22 Oct JIO 
20 Mar 44 



23 Oct 44 
UNIT (3 Bn 40 GAT Sigs Regt) 

(a) Organisation and junction 



Called up to 6 GAP Sigs Depot Coy* 7 Luftgou Sigs Regt* 
at AUGSBUEG-PPSHRSEE, 

Posted for training to 2 Coy* 305 GAP Sigs Tng Regt at 
REVIGNI sur ORHAHI, lEAI'CE. 

Posted to SOUTH-EAST (?) Command. Spent a fortnight at a 
transit oan^ in VXBNNA Arsenal* waiting to proceed to G^ZEECEti 
Posted to 12 Coy (Aircraft Plotting and Reporting • ' " " 

PLUG iSEUJEWSS), 40 GAP Sigs Regt* at ELBUSIS* 

Transferred to 15 Coy (Aircraft Plotting and Reporting) 
of same Regt at SALOIfl^i* B7'sDe.t was later attached 
to 12 Coy* then at LARISSA. 

Deserted to I Div ELAS near LARISSA. 
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3 Bn consisted of six coys* numbered 10-15* lUnctions were as followsfr 



' . IV knew the Regt consisted of three bns* numbered 1 - 3« But knew no 
details of 1 and 2 Bns. ’ 






(10 Coy 
(11 Coy 

[12 Coy 
[13 Coy 
[14 Coy 

15 Coy 






Evalviation (aUSWESTUNG) 

i 

t 

Aircraft Plotting and Roportirg > (lLUG3JELDEMESS)^’ .1 

Ar- i,.l 






i N 

'1 \ 



Aircraft Plotting and Repox'tit,^;,* and in • addition 
Evaluation* though its rlaa^ gna<■■^ rm-TW 
gave no indication of this*. 






Declassified and approved for release by NSA on 04-28-2014 pursuant to E.Q. 135^ 
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csDicCaaiiM^A M*. 



^ The nuxdber of data in coys varied* Soiob had as loany as nine* 13 and 

}14 Coys included Plotting, Telephone and li?T dets (MBSS* WBKSPB^CH. and IFDNK TROPPS)* 
13 Coy oama under the oi^rs of PLUKO SALQini:4* 

Note : No further information is given in this report on vorking methods 
in evalmtion, plotting and xopoxtlAg* vMch have been dealt 
with hy GSDIG air GMF* 

(b) W? EquloinBnt 

Coys in 3 Bn eere eqviipped i«ith PUGe 3 and HUSe 10, and also vith sets 
of Prench manufacture called SABAIC-Bronsavla* These were of tvro types, one referred 
to as the 3/l0 - 100 Watt (P^noh 160 V), and the other called the 0/l2 ■- 20 Watt* 

A 60m aerial was used* 



(c) WT Comnunioations 



a) QalX^signs 

These were issued to the unit monthly* The orderly room gave cut the 
call-sign for the day to the WT ppeiators* SometimeB the previous month's list of 
oall-^igns was used in reverse order* 

If caramuniciations were found to he difficult between WT stns (TRUPF 
STATION’) the c/s would be signalled in between the designation of the dot being 
(sailed* The desig^tion of a det was arxi-ved at adding the number of the det to 
the number of the coy to vAiich it 'belonged; thus 12 Coy with three dets would have 
the designations 121, 122 and 123t ' 



b) Frequencies 



Coys in 3 Bn used two frequenouee, t he A lroraf t Reporting Freq^npy 
(piJDG&iBXlSEMPlIiE;} and the Comaand Frequency (SEFESnjSWSliLEr}* The latter was used 
^isfly for sigs admin traffio* 

Airoiaft Reporting Frequenpy : 3 Bn was on EUKSjBLDEMEIIi^ SUED 
GRIECHENLAND, vihich 'inclu^d the area from the Islands to SALONIKA* During Oct Mt- 
this was as follows; 

Gorman Sumner (\iiar) Time .RrbquenGy 

oaoO -1630 3792 kce 

1630-0800 3118 kce 



Note : Aircraft Plotting and Reporting units North of 

SALONIKA ware on the FUJGSmDSnMiLB SUED-OST or BAI2AN. 



Qommand Rrequenoy : 3 Bn was on the BALKANS Cannand Froquenqy 

(BAIiiCANBEldsSdLEffiPZKtE!)* This follov/lng signale ware used to order units concerned to 
use this frequency 



Bn to coys 1X1 

11 Coy to data BPS 

12 Coy to dets XOZ 

13 Coy to dets YQQ 

14 Coy to dets 

15 Coy to dets 



"change to frequency" 



II n II 

n II H 

If II If 

n II II 



-7 

K Zero N » " 

(tall summer 44 UQU) 



IjELCHIQR (oodename) 
NELCHIOR 1 
LIBLaHlQR 2 
lABLCHIQR 3 
miCHiaR 4 
MBLCHIOR 5 



o) Codenamea 

The following codenamea wore in use v/ithin 3 Bn at various times - 
dates are given below 



Formation or Uhlt 

* ■" ' ' ■ ' imm m fl 1 



Godenaaa 



Till when used 



AOC GAF SOUni-EAST (Kdeur der LW Sued-Cet) 
Plotting Room HQ 3 Bn 40 GAF Sigs Regt 
Formerly Plotting Room of above, 
later 10 Coy 40 GAF Sigs Regt 



ZBNTADR 
KEULE, SENATOR 
B^BKENERLBD 

TnaTTriV. 



Plotting Room HQ 13 Cqy (Zentralo 15 Kp) 



? 

? ? 

Abcut jan 44 
Till withdrawal in 
GREECE 
After Aug 44 till 
withdravAl 



PiAIXB . 




7 



uiDcgajffi 



# 

. i 

** Evaluation Office of above 
(Auswertung dur Zentxale) 

9Q 3 Coy 26 Tech Bn 
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STOBCHEiliiEST 

snmnocaiZEiT 



^ CBDICfMAIK^A Mt. 
Withdxanal in GSSEGE 

mthdraeal in GBEEGE 



. E3 7 Coy 4 SS Police 

P^ W.V 



USSTAUTSEHEai 

K6Uf!iAUS_ 

(from heg Oct due 



Aug 44- 
end. Sep 2|4 
change monthly) 



4.) Ciphera 

i) "JIASTE1RSCHLUES3SL W 



Orders announcing the introduction of this ciphex^ and copies for tng 
purposes, were received by 3 Bn in mid JUn i(4« Operators were given instructions in 
its use, but the orders stated that ovring to difficulties in distributing the forms, 
etc., the LWSObllEIUXJPP&LKASTENSwHLUESSi^ was to be used after 1 JUl MivCsee ill below), 
until further notice. In Oct Ws Det received the forms at last, but by mistake, 
as another Coy HQ had bhouj^t that his Det belonged to it, instead of to another Coyi 
This cipher was KO!r used for cccos, \dion the British landed in GHEECE, hy any unit in 
3 Bn, but W thought i:: might have been used by other units, possibly in CRETE* 



ii) DOITTlJGxSlEIJSOHrJJSSSR L . 

I 

This type of cipher 'jas used by Rf's unit till the end of ^ 

was known as flACHRlCHTEICSCIiriTJEBSEL whan used by ooys, and as TROPFENSCHLiJSSsSb 
used by coy sub-units. The difference lay in the use to which the same cipher iHis 
put. In the former case it ^CLc used to recipher each bigram on the eame key, whertaaa 
in the latter case it waj ustd for enciphering only. Thus the clour bigrem AV wcftilid 
read s 

in MAGBRlCIiTErJSCHLUEiSSEL clear AV = XC: cipher s HIY:recipher - signalled 
in TBDPPENSCHCjUESSEL clear - ID - sig^lled 

Keys wore changed e’^_v throe hours. Period jias 21 (twentyone)* 

iii) LUmAPEEMSOIireEOlJITg a JG^^ 

This was introduced w.e.f. 1 Jul 44 hy order of the SO>in-C (HOMAPUE)* 
Daily tables of six boxes marked A, 3, C, D, E and F,ware issued for Jul 44 with 
three-hourly keys* 3 Bn then received orders to use the same tables for Aug 44, in 
reverse order, i*e* rabies for 31 Jbl to be used on 1 Aug, and so on. 

The same tables were also used during Sep and Oct 44, with the 
following alteratsons:- 

In Sep the same daily tables were used for each corresponding day of Aug, 
and the keys were reversed, i.e« if on 1 Aug from 0300 to 0600 hrs the key read PC 
(Boxes F and c), on 1 Sep from 0300 to (^00 hrs the key reqd OF (Boxes 0 and F). 

In Oct the folloTM-ung tables were used* On 1 Oct tables for 31 Jul 
were used, and on 2 Oct tables fer 1 Jul and so on, 3 Oct using tables for 2 Jul, 

WITH THE ADDITIONAL ALTEPATCON of converting keys (box-indicators) A, 0 and E to read 
B, D and F respeotlvely. For instance, if the key for 7 Jul - which was used on 
8 Oct - read for 0600 to 03CC hrs PC. it was changed to ED, F being equal to E and 
0 to D, boxes ED being used for tliat thtce-hourly period* 

iv) Enigna SJadrone C’VpW'r 



3 3n KQ used er;dg.a mac'tJne cipher for its 
Rooms (aometlmsB at uome'dras at Bn or Rogtl HQ) 



comns with the Plotting 
and higher foxmations* 



4* SIQS IDBIiTIFIG tiTI(r~5 



Uhit 

OAF Sigs Regt 3CUIH*EA9!’ (L" Pgt Suect-Ost) 

3 Bn "G" of obove unit (intercut) 

I Coy (Tsif'nsit Coy) of above unit 
Intercept Unit known by oodoname "SUE!DEUKK" 



Loo atlc n, 

ATHENS (?) 

Probably nr SALONIKA 
•(moved to PAl'ICEVO at end 43) 
PARKASSDS 



.f. A » ■ 
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IP NOS 



Utters tind IfsiintenELnce Uhlt 
. (S und I 3teiLle}{, Iboked after 
GUkP sigs eqpt and Badar eqpt 

Utters and Ltiintenance units 
as above , 

1/G&7 Sigs Special Service Conp 
13 GAF Sigs Special Service Coy 
(both either vi/g 40 GiF Sigs Begt 
or GAP Sigs Begt SOUTH-EAST ) 



3 Bn 40 GAF Sigs Begt 
12 Coy 40 GAF Sigs Begt 
15 Coy 40 GAF Sigs Begt 



EALAUAKI 



CRETE 

BELGBAIS 



L 05440 
L 55516 
L 07149 



In Sep 43 the Gemens set up a teleprinter 10 loiis outside SAIONIKA 
(betse^Hi UUBA and SBEES) ehioh t/us supposed to oake tests for oomns sith the QKIir 
in EAST PRUSSIA. Codename eas SAEGEFISGH. 

3 3n V of GAF Sigs Begt SOUTH-EAST as at beg Oct 44» had an 800 Watt 
tmnsnitting stn Icnom by the oodenomo EHREHHAL* Probably near SAUlNIKAa 






B7 viaa trained between Ehy and Aug 43 in 2 Coy 305 GAF Sigs Tng Begt| 
at RSVIGNY sur 0BKAZ17. IBANCE* The course sas supposed to last only tviD nontiiSf tut 
dxaggsd on for nearly four months. Training^ in addition to basic inf tng^ included 
WT work Und nachine oipher*v. Flying personnel as well as ground personnel more 
trained, duxiixg the course on maohlne Qipherp though it mas kadm as "Bocruits* Coiurse 
for WT Station Operators (Ground)" » USHBGAEG HIEB BEKBin!ENHI3TBIEBSI0Nm (BQEEN). 

The progxe3nciB mas as foUoms i- 

* 

Fiimt to third meekst 



mtroduotian to WT tng and scope of mork» Beczuits mere told that 
they mould be expected to operate the xieBt meorot cipher aacdilne, the Enigsa. 

Training with the busser till a speed of 20 to the minute mas 

reached* 

Four& and subsequent weeks i 



luzallel tog in WT work and sachine cipher* 
tTralning on Busk set -"b% tfirk IT* 

Q Gods* 

Tuning and Netting* 

Training on 5^watt sender after fifth moek* 

I 

A speed of 50 to the minute mas oOhdidored sufficient in tha case of 
ground staff, of^ 30 to the minute in the cose of flying or potential flying personnel* 
Work on' the Enlgna mas tauf^t to teams of three, but it was said that 
two could work the machine if absolutely neoesBaxy. 

8* lEBSOWALITIBS 



Ma^or SCHWINDT 
Hpt WElHERIflieilER 
LANGS 

Lt WUENSGHHANN 
OAdi EDSBR 
l^t UHPBDT SCH 

Hpt ofesmhAuseb 



X Ba 
in Bn HQ 
X 10 Ocy 
X t2 Coy 
X 15 Coy 
m Bn 

Fombrly in Bn* Transferred to 2 Bn HQ 

in Nov 43* 
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TOT OBCgailT 

CSDIC(mm)/T lii. 




qAa 


JOST 


In Bn 


qA* 


bslSghe 


H 


OAit 


Nicm 


H 


Lt 


ESIGB 


K 


Lt 


GOTZSU 


H 


Lt 


MICHLIK 


H 

1 


Lt 


JSNTSGH 


H 


Lt 


WBPrgjgR 


R 


Lt 


LUNGffITZ 


R 


C/Pw 


HDBBIANN 


i/o WT otn in 12 Coy 


IW 


EAGBHQEESl 


Bitter or necfaanlo in 12 Coy 


BVr 


OECfZ 


J/o Siga neantonancc in' 12 Coy 


Pw 


WBX^I 


In 12 Coy 


EVr 


BBEiU 


In 12 Coy (9) 


I^tP^ 


SGHUBEIiT 


15 Coy 


Q/BW 


SCaiTEIUCB 


m 15 Coy 


BW 


LICEBEBS 


±/o WT tng at Bn Sigs School nr AlSiENS 


Par 


DQBNBR 


Foxxaerly in 13 Coyb About nid Sep 44 
said tfc have gone over to partxaans on 
FABOS or KAK3S. 


BW 


BELZiNER 


i/o WT sth of Hotting Room HQ Bn 


Gefr 


SIBBS 


Worked in Telephone Exchange of above 
Hotting Rooau Vexy antifNaai* Poet and 
fomer ccoDunist* 


0/Gefr HQRNBCXSIER 


WT oporator in 3 Bn 


O/OetT HIRLO 
G/G«f r VHBES 


II 

n 


G/Gafr KBITZ 


H 


C/Gaf r FOHL 


H 


G/Gafk* AIOSESSStT 


H 


9 


PROK0P 


A/o reporter in Bn 


9 


aUSIUMQbANir 


R 


9 


ZIGAN 


R 


9 


ARNOLD 


R 


9 


HEUTER 


R 


9 


SXRAGK 


R 


Tff 


ZIEBKE 


In Bn 


B^7 


JURIflCHK 


R 


Pnr 


K5IHKE 


R 


Pir 


LUNKEirrPZ 


R 


BW 


LOGS 


R 


BW 


JASPEEiS 


R 


BVr 


GRASKE 


R 


BVr 


BOLOPP 


R 


BVr 


XOHDI 


R 


BVr 


REICiHENAU 


R 


BVr 


HDEmANN 




BVr 


LBIGEBS 


R 


BVr ' 


GEIGER 


R 


Uffa 


JAEDB 


R 


UfTa 


WAGNER 


R ^ 


Uffa 


boeedi 


R 


Uffa 


WIESE 


R 


Ufft 


HABER 


R 


Uffa 


BLDM 


R 


Uffa 


VADDER 


R 


Uffa 


WEISHEPT 


R 


Uffa 


SCHIEIIANN 


R 


Uffa 


OSTEBHOU? 


R 


Uffa 


EGGELING 


R. 


Uffa 


GIERSGH 


R 


Uffa 


WEITZENDQRP 


R 


Uffa 


WSRNm 


R 
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(b) 2 Coy 305 GAF SIot Tng Hegt 



O/Lt BSISSifJiSfGSR 
Lt HiAGi3«S 

Q/W SCHtlEIIER 

o/fv kalbtxa 
C/F v B1GHX32 
Pur SCHEUNKatAB 

ITffa GREIBIG 



csia:o(MAiw)A 14. 



(Aug itJ) 

OC Ooy 
2nd i/c Coy 
Instructor in Coy 

On course (flyLig personnel) 
« n . 

II II 

It n 



C.S.D.I.C.(Main), 

C.M.F. 

21 Nov 1)4. 



H. T. SREHGOLDvifti jor, 1. 0. 

Aixqy Section, 
CSDIC(lfiEiin),- CMF. 



f 
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■ SPRn-pgirT OF CALL^IGK 410? OimSR KEI "ZETTEL" 
ISSUED TO W; iUlD CIIHER OPER&IORS 



(dram by IT fiaa. xaanory) 

Datum (Date) 



Buf Belchen und Schluosaelolttel £uer den 
Call-signs and Clidier keys for the 



Uhrzelt (Time) 



i • • Tdr • • 



(Name dar TUnkbesichung) 
Type of Tireless link 

I 

SaiaDiel3?ufzelchflri 
All stations oall-slgn 

Teltere Najoen 
Other oall-slgns 



e.g* TBT 



e.g. a s o (ouf AuBTOlchBniPBlle) 
(on alternative frequency) 



(%ltere TUnkbezichiingen) 
Other wireless links 






Abstlonung am •••••• um 


.. Uhr 




Quittun^zelt 

Nettin^Wiing on..* at «... 


.* hrs 





liasGlanonschluassel 
asichine Key 

Steckverblndungen 
Plug connections 



Kenngruppen (4) KE8 
Recognition group. •• 



■ (10 Faare) 

10 pairs 

Uhrzelt (Time) 
0300 - 1100 

1100 - 1900 

1900 - 0300 



Bingstellung 
("ring" setting) 
16 02 QA 

III V I 

V I III 

I III V 



Motes t 



Other keys followed if applicable e.gaDoppelkastenschluessel etc* 

It states that a similar snairigr. ms xssued dally hy the Coy 
offices in 3 Bn ifO GAP Sigs Regtf where schedules of oall-sig^ 
and keys were kept for one month* 

Frequencies were MOT on the ZETTEL* but were given to sets 
and narked in the Sigs Office Log Book (BETRIEBSBUGH)* 





Same as above, but if no time is available, dastrt^ 
after a/m apparatus. 



Held telephones 






oable dxums. collapsible radio nasts 



Generdtora 



To be brolcen up and parts mixed up and scattered, cables 
cut up, scales and indicators to be rendered unidentifiable, 
then as above. 



To be destrosred by eaplosive charge or set on firs. 

High voltage machine to be broken in pieces. Sparking 
plugs and brushes to be renoved and destroyed separately. 
Fuel VC be enptied ard disposed of - if no time is available 
it should be set on fire with tracer. 



Secret Doaunents 



A petrol lighter should be kept in the safe with the docs. 
Ih some units instructions order blasting cartridges and 
time fuses ■ 15 secs) to be kept there also. 

After STALINGBAD BT tables were enanelled so that they 
could be destroyed with a hammer. 



Bnigna J^^ue. 



Bemove drums, cut the wires of the plug connecclons. 

Try VO smash up drums and bury remains, otherwise take back. 
Four petrol over machine and destroy by use of eoeplosive 
charge. 
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